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Dealing With The Password History

From a network security standpoint, it is important to require users to change their
passwords periodically. It is human nature, however, to revert back to the password we
were previously using. Admittedly, toggling between two passwords is more secure than
not changing them at all... but the best strategy is to restrict repetition. Thus, many
colleges and universities have implemented password histories which prevent users from
reusing their last ten passwords.

How can you remember your password when faced with changing them frequently? One
scheme is to use a base or root word (or string of characters) and then change the prefix
or suffix when entering a new password. You could even use the prefix to designate a
particular system or website and vary the suffix to create a new password.

For example, if my base password is plank, I could use YHplankl as my first Yahoo
password. When required to change it, | could then use YHPIlank2, YHplank3, etc. If
my Windows password is currently, XPplank4, my next password could be XPlank5.
Whether you increment or decrement the suffix, swap the suffix and prefix, or other
scheme is entirely up to you... but using a technique such as this makes it easier to recall
what the passwords are.

If you have questions, comments or ideas for the next Tip of the Week, please contact us at IT@csum.edu.
To view previous Tips of the Week, please see http://??????27???
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